Source: Bdjobs.com Online CV Bank

Last Updated : April 14, 2018

TANZIR HASAN

Address: HoNo-478(A-2), Road No-03, Senpara Parbata, Kafrul, Mirpur,
Dhaka-1216

Mobile : +8801716852946

email:tanzir aece03@yahoo.com, thpapon2008@gmail.com

Career Objective:

People centric IT professional who delivers highly valuable outcomes that delight
customers. Expert at building high performing, self-organizing teams that deliver quality
solutions with a naturally low operational overhead.

Career Summary:

To join a company where I can build a long-term career as a Security Expert and work with
other talented people to consult clients, analyze systems, design solutions and help lead a
team in implementation.

Special Qualification:

Hands-on knowledge on various Pentest and Forensic Tools, ISO27k1, Linux (Kali, RedHat),
Burp Suite, Metasploit, Armitage, Nessus, sqlmap, Havij, VMware(Workstation, ESX),
Endpoint Security, Firewall, DLP, NAC etc

Employment History:

Total Year of Experience : 9.3 Year(s)

1. Manager ( December 3, 2017 - Continuing)



bKash Limited

Company Location : 1, Bir Sreshtha Shaheed Jahangir Gate, Dhaka Cantonment,
Dhaka-1206

Department: IT Security Operations - Technology

Duties/Responsibilities:

Working as a Manager a[J[] IT Security Operations is to perform two core functions for
the enterprise. The role is establishing an enterprise security stance through policy,
architecture and training processes. The tasks will include the selection of appropriate
security solutions, and oversight of any vulnerability audits and assessments. The
Manager IT Security Operations is expected to interface with peers in the Systems and
Network departments as well as with the leaders of the business units to both share the
corporate security vision with those individuals and to solicit their involvement in
achieving higher levels of enterprise security through information sharing and co-
operation. Daily tasks include:

# Create and maintain the enterprisea[]Js security architecture design, documents
(policies, standards, baselines, guidelines and procedures).

# Create, and maintain the enterprisea[J[Js security awareness training program.

# Responsible for working in a 24x7 Security Operation Center (SOC) environment.

# Performs monitoring, research, assessment, analysis and trending of security log data
from a large number of heterogeneous security devices (Intrusion Detection and
Prevention tools as well as Anomaly Detection systems, Firewalls, Antivirus systems,
proxy devices etc).

# Provide Incident Response (IR) support when analysis confirms actionable incident.

# Perform initial risk assessment on new threats and vulnerabilities, perform assessment
phase of Vulnerability and Threat Management process.

# Perform assessment as well as troubleshooting and help isolate issues with IDS/IPS
sensors, Antivirus servers, Vulnerability scanners etc.

# Analyze and respond to previously undisclosed software and hardware vulnerabilities.
# Investigate, document, and report on information security issues and emerging trends.
# Integrate and share information with other analysts and other teams.

# Follow pre-defined actions to handle BAU and High severity issues including escalating
to other support groups, execute daily adhoc tasks or lead small projects as needed.

# Create and maintain operational reports for Key Performance Indicators and weekly
and Monthly Metrics.

2. Information Security Specialist ( August 18, 2016 - November 30, 2017)



Bashundhara Group

Company Location : BIHQ-2 Plot # 3, Block # G, Umme Kulsum Road, Bashundhara R/A,
Dhaka-1229

Department: Information Security & Process

Duties/Responsibilities:

Working as an Information Security Specialist of BG a[J]] IT is to perform two core
functions for the enterprise. The role is establishing an enterprise security stance
through policy, architecture and training processes. The tasks will include the selection
of appropriate security solutions, and oversight of any vulnerability audits and
assessments. The Information Security Specialist is expected to interface with peers in
the Systems and Network departments as well as with the leaders of the business units
to both share the corporate security vision with those individuals and to solicit their
involvement in achieving higher levels of enterprise security through information sharing
and co-operation. Daily tasks include:

# Create and maintain the enterprisea[]Js security architecture design, documents
(policies, standards, baselines, guidelines and procedures).

# Create, and maintain the enterprisea[J[Js security awareness training program.

# Maintain up-to-date knowledge of the IT security industry including awareness of new
or revised security solutions, improved security processes and the development of new
attacks and threat vectors.

# Select and acquire additional security solutions or enhancements to existing security
solutions to improve overall enterprise security as per the enterprisea[][s existing
procurement processes.

# Oversee the deployment, integration and initial configuration of all new security
solutions and of any enhancements to existing security solutions in accordance with
standard best operating procedures generically and the enterprisea[Js security
documents specifically.

# Protects system by defining access privileges, control structures, and resources.

# Recognizes problems by identifying abnormalities; reporting violations.

# Implements security improvements by assessing current situation; evaluating trends;
anticipating requirements.

# Determines security violations and inefficiencies by conducting periodic audits.

# Upgrades system by implementing and maintaining security controls.

# Keeps users informed by preparing performance reports; communicating system
status.

# Maintains quality service by following organization standards.

# Contributes to team effort by accomplishing related results as needed.

3. IT Operation ( May 15, 2015 - August 18, 2016)

Losail International Circuit (Qatar Motor and Motorcycle Federation)

Company Location : Al Wusail, North Relief Road, P.O.Box 4611, Doha - Qatar
Department: IT & Telecom Department

Duties/Responsibilities:

# Monitor & Maintain Active Directory 2008, Exchange Server 2010, Backup Server

# Configure, Monitor & Maintain Cisco L2 Switch # Cisco Cisco Aironet 700W Series AP
with Cisco 5520 Wireless LAN Controller

# Configure, Monitor & Maintain Symantec Endpoint Protection 12.1.5 and BackupExec
15,

# Sport timing systems (MyLaps) for Karting.

4. Officer - Networking ( February 3, 2013 - April 30, 2015)




Radiant Pharmaceuticals Limited

Company Location : 22/1 Dhanmondi, Road-2, Dhaka-1205

Department: MI & T

Duties/Responsibilities:

# Configure, Monitor & Maintain Network Firewall

# Configure, Monitor & Maintain Active Directory, SAMBA, Mail Server
# Configure, Monitor & Maintain Router & Switch

# Configure, Monitor & Maintain Endpoint Protection (McAfee)

and

# Various Security Issue.

5. Post Sales Engineer ( June 4, 2011 - January 31, 2013)

NHQ Distributions Ltd.

Company Location : Haque Chamber(Level-11),89/2,WestPanthapath,Dhaka
Department: Technical Support

Duties/Responsibilities:

# Installation, Configuration & Management of McAfee Antivirus, NAC, DLP, Encryption,
Firewall, Email Security, Web Gateway with ePO.

# Symantec Endpoint Protection, Backup Exec, NetBackup

#Cyberoam UTM

# RSA Authentication Manager ( 2 Factor Authentication)

6. Network Engineer ( August 1, 2009 - May 31, 2011)

Fargo Syndicate Limited

Company Location : M.R. Jahan Bhaban, 159, Shantinagar, Dhaka-1217
Department: IM & T

Duties/Responsibilities:

# Installation & Management of Network System.

# Hardware & System Support.

Academic Qualification:

Exam Title Concentration/Major Institute Result Pas.Year Duration
Master of Science Computer Science Jahar}glrnggar CGPA:3.38 2015 One Year
University out of 4
Electrical and
Master of Science Electronic Islamic University CS:tA (‘)?ZS 2009 One Year
Engineering
Electrical and Second
B.Sc(Honors) Electronic Islamic University Class, Marks 2008 Four Years
Engineering :47.72%
. Govt. K.C College, CGPA:4
HSC Science Thenaidah out of 5 2004 Two Years
Kanchan Nagar Model )
SSC Science High School, CSEEA o?g 8 2001

Jhenaidah

Training Summary:



Training Title

Implementing Cisco
Cybersecurity
Operations (SECOPS)

Understanding Cisco
Cybersecurity
Fundamentals

(SECFND)

Introduction to
Cybersecurity

EC-Council Certified
Security Analyst (ECSA
v9)

ISO/IE C 27001 Lead
Auditor

Ethical Hacking and
Countermeasures
Expert (EHCE)

Computer Hacking
Forensic Investigator
(CHFI v9)

Certified Information
Systems Auditor (CISA)

Cisco Certified
Network Professional
(CCNP) - Routing
(642-902)

Installing and
Configuring Windows
Server 2012 (MCSA
70-410)

Cisco Certified
Network Professional
(CCNP) - Switching
(642-813)

Administering Windows
Server 2012 (MCSA
70-411)

Cisco Certified
Network Associate
(CCNA 640-902)

Linux+

Windows Server 2008
Active Directory,
Configuring (MCITP
70-640)

Industrial Control
Technology On
Electrical &
Instrumentation

Topic

Security Analysis and
Penetration Testing
Methodologies

1. Introduction to
Ethical Hacking 2.
Footprinting, Scanning,
and Enumeration 3.
Hacking Web servers
and Web applications
4. DoS, SQL injection,
Buffer overflow attacks
5. Cryptography 6.
Wireless hacking 7.
Linux Hacking 8.
Phishing 9.
Countermeasures

Digital forensic
practices stem from
forensic science, the
science of collecting

and examining

evidence or materials.
Digital or computer
forensics focuses on
the digital domain
including computer
forensics, network
forensics, and mobile
forensics.

To install, configure,
operate, and
troubleshoot medium-
size route and switched
networks, including
implementation and
verification of
connections to remote
sites in a WAN. CCNA
training covers (but is
not limited to) the use
of these protocols: IP,
Enhanced Interior
Gateway Routing
Protocol (EIGRP)

Linux Networking,
Security and System
Administration

Windows Server 2008
R2 Active Directory
Configuration

Institute

Cisco under Cisco
Global Cyber Ops
Scholarship Program
Cisco under Cisco
Global Cyber Ops
Scholarship Program
Cisco Networking
Academy under Cisco
Global Cyber Ops
Scholarship Program

Rosefinch Consultancy
Services Pvt Ltd

Global Skills
Development Agency

Zoom Technologies

Dot Com Systems

New Horizons

New Horizon

New Horizon

New Horizon

New Horizon

New Horizone

New Horizons

New Horizone

Training Institute For
Chemical Industries(
Central Training
Institute of BCIC )

Professional Qualification:

Country

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

India

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Bangladesh

Location

Online

Online

Online

Dhaka

Gulshan-1 Dhaka 1212

Road # 12, Banjara
Hills, Hyderabad - 500
034

Kawran Bazar, Dhaka

Dhaka

Dhanmondi, Dhaka

Dhanmondi, Dhaka

Dhanmondi, Dhaka

Dhanmondi, Dhaka

Dhanmondi, Dhaka

Dhanmondi, Dhaka

Dhanmondi, Dhaka

Polash, Narsingdi

Year

2018

2018

2018

2017

2017

2016

2016

2015

2013

2013

2013

2013

2012

2011

2011

2010

Duration

100+ Hours

100+ Hours

15 Hours

5 Days

40 Hours

15 Days

5 Days

42 Hours

68 Hours

64 Hours

36 Hours

48 Hours

60 Hours

80 Hours

64 Hours

Two Weeks



Certification Institute Location From To

Cisco Certified Network

Associate Cyber Ops CISCO, Verification Code:

Online, PearsonVue April 3, 2018 April 3, 2021

(CCNA Cyber Ops) 431984176646CSYG
ISO/IE C 27001 Lead PECB, Certificate Number: March 12, March 12,
Auditor ISLA1027928-2018-03 2018 2021
EC-Council Certified EC-Council, Certification August 12,  August 11,
Security Analyst (ECSA v9) Number: ECC61623788654 2017 2020
Qualys Certified Specialists
(Vulnerability Qualys June 1, 2017 June 1, 2020
Management)
Introduction to APNIC, License . .
CyberSecurity HuKm8FyyoR April 1, 2017 April 1, 2020

Accredited Configuration
Engineer (ACE) Exam - Paloalto Network
PAN-OS 7.0 Version

January 1, January 1,
2017 2020

Firewall: Configure January 1, January 1,

Extended Features Paloalto Network
(EDU-205) 2017 2020
Firewall: Install, Configure, January 1, January 1,
and Manage (EDU-201) Paloalto Network 2017 2020
Cisco Certified Network CISCO, Verification Code: September = September
Associate (Security) 426384169738ESDL 25,2016 25,2019
Certified Ethical Hacker EC-Council, Certification August 3, August 2,
(CEHv9) Number: ECC74332856616 2016 2019
Ethical Hacking & US-Council, Certificate March 1, March 1,
Countermeasures Expert Number: EHCE05275 2016 2019
IE:IZ?V%?"?(H&CS?::E:S Cyberoam, License February 1, February 1,
y CP020215/V3.0EL/12811 2015 2017

Professional - CCNSP

Cisco Certified Network CISCO, Verification Code: September  September

New Horizon

Associate (CCNA, 640-802) 415800457753ELXN 27,2013 27,2013
Check Point Partner Sales Check Point Software Online January 19,  December
Certification Technologies Limited 2012 31,2017

Career and Application Information:

Looking For : Mid Level Job

Available For : Full Time

Expected Salary : Tk. 35,000

Preferred Job Category : IT/Telecommunication

Preferred District : Anywhere in Bangladesh.
Germany, Japan, Malaysia, Qatar, United Kingdom,

Preferred Country : Australia, Bahrain, Canada, Singapore, United Arab
Emirates

Preferred Organization : Banks, Telecommunication, IT Enabled Service, ISP,

Types Computer Hardware/Network Companies, Govt./ Semi Govt./

Autonomous body, Multinational Companies,
Pharmaceuticals, Group of Companies, Satellite TV, Cellular
Phone Operator, Healthcare/Lifestyle product

Specialization:



Fields of Specialization

* Linux

* Windows Administration

* IT Support Service

¢ IT System Management

* Network Engineer/ Network Administrator

* Security Management of IT System

» System Engineer (Computer Network & System)
* 1S027001

* VAPT

* Security Operation Center (SOC)

Language Proficiency:

Language Reading Writing Speaking
Bangla High High High
English High High High

Personal Details :

Father"s Name : Md. Hafizur Rahman
Mother"s Name : Kamrun Nahar

Date of Birth : January 1, 1987
Gender : Male

Marital Status : Married

Nationality : Bangladeshi
Religion : Islam(sunni)

HoNo-38, Road No-27, Holding No-19, Ward No-04, Hazi Shariatullah
Road, Adarshapara, Jhenaidah
Current Location : Dhaka

Permanent Address :

Reference (S):

Reference: 01 Reference: 02
Name : Md. Mizanur Rahman Humayun Kabir
Organization : Bashundhara Group Islamic University
Designation : Project Performance Manager |Associate Professor
371/A (Media House), Block
Address : A¢a[]-4a[] D Bashundhara R/A, [Kushtia

Dhaka-1229 Bangladesh
Phone (Off.) :
Phone (Res.) :
Mobile : +8801938-878726 +8801913-137726
EMail : atmizan@gmail.com humayun 321@yahoo.com
Relation : Professional Academic




